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The security risks carried by 

the Chinese tech frontrunner Huawei 

 

 
Civic IDEA presents the second brief related to  

the security risks from the PRC, 

mainly referring to the Chinese tech giant "Huawei",  

its activities, and misdemeanors in Georgia and worldwide. 
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SINCE 2019, HUAWEI HAS TAKEN AN HONORABLE PLACE AMONG OTHER CHINESE TECH COMPANIES  

IN THE US BANNED COMPANY LIST. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://economictimes.indiatimes.com/news/international/business/us-blacklists-huawei-places-it-on-entity-list/articleshow/69353632.cms?from=mdr
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Already in the updated version of the list, which dates 

back to December 2021, we see that Georgia's leading strategic 

partner, the United States, has blacklisted not only the Huawei 

divisions in different cities in China but also its other branches 

abroad. More precisely, the US has barred exports, reexports, 

and transfers coming from the Huawei subdivisions in 

Argentina, Australia, Bahrain, Belarus, Belgium, Bolivia, Brazil, 

Burma, Canada, Chile, Costa Rica, Cuba, Denmark, Egypt, 

France, Germany, India, Indonesia, Italy, Jamaica, Japan, 

Jordan, Kazakhstan, Lebanon, Madagascar, Mexico, Morocco, 

Netherlands, New Zealand, Oman, Pakistan, Panama, Paraguay, 

Peru, Portugal, Qatar, Romania, Russia, Singapore, South Africa, 

Sweden, Switzerland, Thailand, Turkey, UAE, UK, Vietnam. 

According to the document, the main reason for their debar-

ment is linked to the security vulnerabilities that Huawei items 

convey.  

The alarm raised by the US is not at all groundless. The 

liabilities are also evidenced by the latest scandalous experien-

ce in the Netherlands. According to Dutch news, from April 

2021, a leaked internal report by the most prominent national 

telecom provider, KPN, acknowledged that Huawei, its leading 

equipment supplier since 2009, has been improperly 

monitoring the calls of 6.5 million users without the KPN 

knowing. The confidential report completed by the tech consul-

tancy firm Capgemini revealed that Huawei representatives in 

the Netherlands and China could surveil the conversations that 

then PM Jan Peter Balkenende might have conducted. The calls 

made by the Chinese dissidents might have also been recorded.  

"The continued existence of KPN Mobile is in serious jeopardy as 

licenses can be revoked or government and businesses can 

relinquish their trust in KPN if it is known that the Chinese 

government can eavesdrop on KPN mobile numbers and shut 

down the network," the report said. 

 While such scandals are disclosed to the public, we 

obviously start wondering about the origins of this company. 

Huawei was founded in 1987 by Ren Zhengfei, a former 

member of the Chinese People’s Liberation Army (PLA). Huawei 

is claimed to be a private company responsible for delivering 

“information and communications technology (ICT) infrastruc-

ture and smart devices.” Gradually, Huawei established itself as 

the largest seller of telecommunications hardware and 4G/5G 

networks and currently operates in 170 countries, including 

Georgia.  

Huawei has been involved in numerous scandals, and its 

officials have been under scrutiny and imprisoned several times 

for alleged fraud and other corruption activities in different 

parts of the world. The latest arrest happened in 2018 when 

Huawei chief financial officer (CFO) Meng Wanzhou was 

detained and taken into custody by the Canadian police in 

Vancouver due to the US accusations of fraud committed by her 

“by lying to American banks about her company's ties to a 

telecommunications firm that did business in Iran.” 

Huawei has been operating in Georgia for more than 20 

years. It first appeared on the Georgian market in 2001, and 

until May 2008, Huawei's foreign branch “Huawei Tech. Invest- 

https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
https://www.theguardian.com/technology/2021/apr/19/huawei-may-have-eavesdropped-on-dutch-mobile-networks-calls
https://bgr.com/tech/huawei-espionage-claims-kpn-capgemini-2010-report-5920574/
https://www.dailymail.co.uk/news/article-9487631/Chinese-giant-Huawei-able-eavesdrop-conversation-Dutch-mobile-network.html
https://csis-website-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/130215_competitiveness_Huawei_casestudy_Web.pdf
https://csis-website-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/130215_competitiveness_Huawei_casestudy_Web.pdf
https://www.huawei.com/en/corporate-information
https://www.huawei.com/en/corporate-information
https://www.cfr.org/backgrounder/huawei-chinas-controversial-tech-giant
https://nationalpost.com/news/world/huawei-fires-sales-manager-who-poland-charged-with-spying
https://nationalpost.com/news/world/huawei-fires-sales-manager-who-poland-charged-with-spying
https://www.cbc.ca/news/world/huawei-meng-timeline-1.4989139
https://www.cbc.ca/news/world/huawei-meng-timeline-1.4989139
https://www.facebook.com/huaweigeorgia/videos/607370432782899
https://www.companyinfo.ge/ka/corporations/673458
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ment Co. Limited” partnered with local ISPs and operators to 

build communications and mobile networks. In May 2008, 

Huawei officially registered a branch in Tbilisi, „Huawei 

Technologies Co. Ltd“. From 2013, the Chinese tech giant 

started selling smartphones. Huawei has been very successful 

in Georgia because Georgian telecommunications companies 

are actively cooperating with it, along with its other Chinese 

counterparts, such as ZTE, Hikvision, Dahua, and Hytera. 

However, a large portion of its sales still come from 

smartphones and hardware devices. It should be noted that in 

2018, Huawei occupied 8.76% of the Georgian market; in 2019, 

it accounted for 9.8% of sales of new smartphones, and in 2020, 

its sales grew to 10%. This occasion shows us that its influence 

is gradually increasing every year. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://forbes.ge/huaveis-tsarmatebis-isto/
https://forbes.ge/huaveis-tsarmatebis-isto/
https://www.companyinfo.ge/ka/corporations/371509
https://bm.ge/ka/article/the-country-shows-the-first-sign-of-recovery--natia-turnava-/64146
https://bm.ge/ka/article/the-country-shows-the-first-sign-of-recovery--natia-turnava-/64146
https://tabula.ge/ge/news/609120-sakartveloshi-5-milioni-mobiluria-brendebis
https://bm.ge/ka/article/saqartveloshi-5-milioni-mobiluria---brendebis-mixedvit-mobilurebis-reitingi/38979
https://bm.ge/ka/article/saqartveloshi-5-milioni-mobiluria---brendebis-mixedvit-mobilurebis-reitingi/50583
https://bm.ge/ka/article/saqartveloshi-5-milioni-mobiluria---brendebis-mixedvit-mobilurebis-reitingi/50583
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In 2020, the US Embassy in Tbilisi announced reducing 

cooperation with Georgian companies that use Huawei 

technologies. Huawei has been actively partnering with the 

company “Silknet”, a leader in providing telecommunications 

services to the Georgian population and a wide range of 

organizations, for years. The Chinese company is responsible 

for providing hardware, software, and services related to them. 

Moreover, in 2019, “Silknet”, in partnership with Huawei, 

introduced the “Gigabit LTE” internet in the Western part of 

Georgia. According to the Georgian brand of Radio Free 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Europe/Radio Liberty, the Chinese company's equipment is 

also used by government agencies. For example, 200 Huawei 

tablets are used by Georgian MPs. In 2015, Georgian Prime 

Minister officially met with the senior Vice President of Huawei, 

Tsu Wenchu. The meeting revealed that Huawei aimed to assist 

the Georgian government in implementing the e-government 

project initiated by the Georgian PM. Huawei has also expres-

sed interest in the concept of a so-called "safe country", which 

involves the installation and insurance of security systems in 

Georgian cities and regions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.facebook.com/media/set/?set=a.915750151849395.1073743501.373058439451905&type=1
https://www.facebook.com/media/set/?set=a.915750151849395.1073743501.373058439451905&type=1
https://www.radiotavisupleba.ge/amp/30838225.html?fbclid=IwAR1Xn2NFcAu12LwFX6Gx3J1j8VCwC0IBy5Uv8Qnco5Z4hts8mln6yIxLdeE
https://ge.usembassy.gov/the-united-states-further-restricts-huawei-access-to-u-s-technology/
https://ge.usembassy.gov/the-united-states-further-restricts-huawei-access-to-u-s-technology/
https://silk.ge/ge/aboutus/history
https://gse.ge/upload/Silknet_Separate_Management_report_and_FS_HY1_2021_dbb854f6.pdf
https://gse.ge/upload/Silknet_Separate_Management_report_and_FS_HY1_2021_dbb854f6.pdf
https://silk.ge/ge/personal/singleview/939-silknetis-gigabit-lte-7-jer-stsraf-interneti-milionobit-momkhmarebels
https://www.radiotavisupleba.ge/amp/30838225.html?fbclid=IwAR1Xn2NFcAu12LwFX6Gx3J1j8VCwC0IBy5Uv8Qnco5Z4hts8mln6yIxLdeE
https://www.radiotavisupleba.ge/amp/30838225.html?fbclid=IwAR1Xn2NFcAu12LwFX6Gx3J1j8VCwC0IBy5Uv8Qnco5Z4hts8mln6yIxLdeE
https://www.gov.ge/print.php?gg=1&sec_id=406&info_id=51390&lang_id=GEO
https://www.gov.ge/print.php?gg=1&sec_id=406&info_id=51390&lang_id=GEO
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Civic IDEA requested information from the Administra-

tion of the Government of Georgia on how the collaboration 

between the two parties developed in the following years. The 

government surprisingly forwarded our letter to the Ministry of 

Economy, which itself answered that has no information 

concerning the "safe country" concept and other issues raised 

during the meeting between the Prime Minister of Georgia and 

the representatives of Huawei. 

Nevertheless, not all Georgian public institutions and 

companies are open about their partnership with Huawei. On 

the website of the leading telecommunication operator in 

Georgia, “Magti”, we can only find one article about Huawei’s 

involvement in developing a 4,5G network. The Georgian com-

pany refuses to give details about its close collaboration with 

the Tech giant. Overall, the information about the contracts, 

MOUs, and other types of cooperation established between the 

Chinese tech giant and the Georgian state or private entities is 

not transparent.  

In our 2020 report “Who is in charge of the post-cold 

war world? Chinese influence operations in Academia, Media & 

CSOs,” we have thoroughly covered the controversies related 

to Huawei and its activities in the US, the UK, and different EU 

member states. We also reviewed the resilience strategies used 

by multiple countries, such as Japan, the US, or the UK, that 

effectively impose restrictions and sanctions against the 

Chinese tech giant to ensure their national security. Although 

Huawei is considered a private company, it and its sister 

technology giants are easily influenced by the Chinese 

Communist Party and effectively pursue their policies in China 

and worldwide. Accordingly, Huawei is effectively using 

technological devices to provide intelligence and critical data to 

the Chinese government, directly threatening the national 

security of various states. Therefore, we can conclude that the 

problem related to Huawei is less technical and more 

associated with political and geopolitical challenges. 

In our report, we wanted to present in detail the 

national security risks and scandalous cases associated with 

Huawei's activities around the world. In addition, we would like 

to urge the Georgian government and private companies to be 

more transparent about their cooperation with the Chinese 

tech frontrunner and, before concluding new contracts, to take 

into account the high-security risks associated with Huawei that 

have been revealed through the controversial experiences and 

the warnings of Georgia's strategic partners. 

https://www.magticom.ge/ka/volte-press-release
https://www.magticom.ge/ka/volte-press-release
https://civicidea.ge/en/2-report-on-georgian-chinese-affair/
https://civicidea.ge/en/2-report-on-georgian-chinese-affair/
https://civicidea.ge/en/2-report-on-georgian-chinese-affair/
https://commonslibrary.parliament.uk/research-briefings/cdp-2020-0045/
https://commonslibrary.parliament.uk/research-briefings/cdp-2020-0045/
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